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Scottish Business
Crime Centre

The Client

The Scottish Business Crime Centre Scottish Business
is a non-profit making organization o

created in 1996 under the Business C"mE CEntrE

Crime Reduction Strategy for Scotland, to establish a unique partnership approach
between the Police, business community and Government.

The main function of Scottish Business Crime Centre is to provide practical advice
to the business/commercial sectors on how to develop business crime reduction
and prevention strategies. Scottish Business Crime Centre aims to reduce
business crime using a number of measures:

promoting specific initiatives within industry sectors and community groups;
sharing good practice approaches to business related crime prevention;
raising awareness of the level, impact and cost of business crime;

creating and supporting a network of relevant partnerships and
programmes.

> > > >

Challenge

The client has come to BCS-IT with a problem relating to development of an online
solution able to help Scottish business community to share the information about
crimes and to work out legal crime preventing methods. The client wanted to
develop the secure online incident database including:

data, time and description of any crime;
physical descriptions;
shots obtained from security video cameras.

> > >

This online solution had to manage crime incidents and to create bulletins for
Scottish business community members describing the latest crimes and preventing
similar incidents in shops, restaurants, banks, hotels, etc.

Strategy

Three-tier architecture with afi t h i n waslchogen by 8CS-IT specialists for this
system development. Suggested approach allowed the developers to reduce the
requirements t o user 0s P C thae mekessityo of any
systemd somponent installation. Thus BCS-IT specialists provided the access to
s y s t eesodirses for extremely wide users circle.

Application of encrypted SSL-protocol for realization of data exchange processes
ensured the appropriate s y s t eseuity level.

The choice of Oracle 9i server determined system reliability and high performance.
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Results

The developed web applicatonme et s a |l requierentse.nt 6 s

Itis reliable and high-performance.

Any registered user can enter it from any PC (connected to Internet) anytime
he needs.

It ensures extremely high security level (by special procedures: regular
confirmation of userds status
A It provides all demanded functions.

- It consists of 3 Internet based databases: (incident database; good
practice database; vulnerable load scheme database).

- It allows the client to manage crime incidents and to create bulletins/
publish newsletters, containing information about crime rate in different
districts, new criminals appeared in his/ her region, main features of
criminal 6s behavior and so on

> >

p>)

In addition BCS-IT team has achieved the essential reduction of

Atechnical r e qus PC(srgla temaineédorequiramemt éefers to
web-browserd sersion);
A deployment and staff training costs.
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Successful implementation of the developed online solution by Scottish Business
Crime Centre has resulted in quick expansion of its users circle. Now several more
associations, including RACS (Retailers Against Crime in Scotland), DIPS (Drinks
Industry Project Scotland) and TLSG (The Technology and Logistics Security
Group), use its wide possibilities.

Moreover, the developed system has become the UK-wide one (it manages crime
incidents all over the United Kingdom).

Project Info
A URL: http://sbcc.org.uk/

>

Technologies: Sun Java 1.5, J2EE, Apache FOP, Apache Turbine Servlet
Framework, ORM (Hibernate), DHTML, Oracle 9i, Resin Java Application
Server.

>

Project duration: 6 months.

p>2)

Project Staffing: architect, developers (2), lead developer (1), project
manager, test designer, tester.

A Performed tests: configuration tests, functional tests, performance tests (load
tests and stress tests), security tests, stability tests, unauthorized access
tests.
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